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PRIVACY POLICY

Policy Statement:

All staff, volunteers and committee members will respect the privacy of any information obtained in the course of their work and on behalf of Milpara. All have a right to be informed about the legal, professional and moral obligations regarding privacy, and the ways in which these obligations are to be met.

Principles:

Collection:

Purposes for collection refer to Information Provision Policy.

Only necessary information will be collected which may include:- name, address, date of birth, concession eligibility numbers, phone numbers, email address, education history, marital status, disability, nationality, ethnicity.
All information where possible will used solely for the purposes of Milpara Community House unless required by law or for emergencies.
Proper authority will be gained before assigning identifiers or collecting any, assigned by another organisation.  Eg: coded ACFE statistics.
Additional details (eg. tax file number, health and sensitive information) are only to be recorded if there is a legal requirement and written consent.

All personal information will be collected in writing including online enrolments which are printed out and stored in the office.  Written information may be transferred to an electronic format.
It is important to avoid intruding on or being insensitive to people when collecting information necessary to Milpara operations and services. Sensitive issues/conversation with House Users and colleagues, whether by telephone or in person, should (as far as possible) take place in private surroundings.  Use of interview room, for example, or ensure that the office door is closed, and non-members are not present in office.

Who has access and control of information will be made available on request. (Refer to Information Provision Policy.)

Consent for use of information for secondary purposes will be disclosed at time of collection. Where personal information is required for ACFE enrolments the privacy statement will be read out or acknowledged by initials.

Information will be recorded in appropriate way to protect against misuse.

Openness:

This policy and related policies are available to anyone to view.

Use and Disclosure:

All personal and identifying information (whether verbal or written) about House Users and colleagues will be regarded as confidential, and will not be provided to anyone without the prior written or verbal consent of the individual concerned. 
Transfer of confidential information for debriefing or organizational purposes between co-ordinators, staff, volunteers and committee members and Centrelink personnel will not be in breach of this policy.

Routine disclosures to service partners will only be by written or verbal agreement by the individual concerned.

Confidentiality is limited in any given situation since staff, volunteers and committee members here are not exempt from giving evidence in court on the grounds of confidentiality, as are religious clerics and psychiatrists, for example.  This also applies to any written material held by Milpara, which can be subpoenaed by certain authorities.

No guarantee can be given of confidentiality being maintained if there is a threat to personal safety.

When doing publicity, such as public speaking or lobbying, avoid using personally identifying information about people (instead use non-identifying statistics, for example).

Do not divulge telephone numbers or addresses of staff, volunteers, committee members or House Users to anyone else unless prior consent has been obtained from the individual concerned.
Should police make contact about a particular person, you need not supply any information unless a warrant is issued (reasonable negotiation about information exchanged between police and Milpara, however is expected).

Data quality:

Changes to personal information may be made at the individual's request.

Subsequent contacts will prompt changes to personal information.

Staff will be given training where appropriate in recording information according to funding body and Milpara requirements.

Details will be kept up-to-date as necessary.

When recording information as notes or in files, avoid opinions about individuals or their issues (keep information factual rather than interpretative). 

Security:

Staff, volunteers and committee members will only access House Users records if they need to do so in order to carry out their work.  Reading a file out of curiosity or because they know the House User personally is a breach of confidentiality, and carries with it the prospect of disciplinary proceedings.

Keep all confidential files and personal information in cabinets or drawers in a lockable office.
An individual's file should be accessible by that person and management only.

Security procedures will be reviewed annually. 

Retention:

All files and personal information, including past employment applications, should be shredded or deleted (electronic form) when no longer required according to the following table:
· Childcare records are to be retained for 21 years.
· RTO student records are to be retained for 30 years.
· Staff and volunteer records are to be retained for 5 years after ceasing involvement with Milpara.
· Unsuccessful job applications are to be retained for 3 months after the appointment of the successful applicant.

· Student enrolment information is to be retained for 5 calendar years.

· Information that is required by law to be kept but is no longer in use will stored separately and securely.
Access & Correction:
Milpara will allow the individual access to their own records if requested and the individual may request correction of the information if necessary.  However, care must be taken to protect the confidences of any other which may be contained also in these records. (Refer Information Provision Policy). 
Queries to be referred to co-ordinators or member of staff.

If Milpara is aware that the information requires correction in some respect, we will take reasonable steps to do so.

If Milpara intends to refuse access, its written reasons must be reasonable and be accompanied by information about the mechanisms available to complain about the refusal.

Milpara may refuse to give access to an individual to personal information that is held by it, including:

· the organisation reasonably believes that giving access would pose a serious threat to the life, health or safety of any individual, or to public health or public safety;

· giving access would have an unreasonable impact on the privacy of other individuals;

· the request for access is frivolous or vexatious;

· the information relates to existing or anticipated legal proceedings between the entity and the individual, and would not be accessible by the process of discovery in those proceedings;

· giving access would reveal the intentions of the entity in relation to negotiations with the individual in such a way as to prejudice those negotiations;

· giving access would be unlawful.
Complaints:
Any complaint about individual’s privacy under this policy will be dealt with using the procedures outlined in our Grievance Policy.

Related policies include: Confidentiality Policy; Grievance Policy; Equal Opportunity; Health & Safety; HIV/AIDS; House Users' Rights & Responsibilities; Information Provision; Unacceptable (risk) Behaviour.
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